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PCI- DSS Assessment with Reap: 
Protecting Card Holder Data for 
a Next-Gen digital payments 
platform 

Reap’s online payment platform now enables 
small businesses to pay expenses and collect 
revenue from anyone anywhere entirely via credit 
card. 
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Reap achieved a global 
payment security standard 
with Privasec now Sekuro 

Company Name: Reap Technologies Limited (Reap) 
Location: Hong Kong, Asia Pacific APAC 
Primary Industry: Fintech Financial Services, Payments, Credit Finance, Software, SMEs 
 
 

Challenge 
To provide compliance assessment services to enable Reap to store, process and transmit its customers 
Card Holder Data (CHD) in a secure manner and complying with the Payment Card Industry Data Security 
Standard (PCI-DSS). 

 

Solution 
Reap partnered with Privasec now Sekuro a cyber security consulting firm providing Governance, Risk 
and Compliance (GRC) and Red Team services. It reduced the time and effort needed to achieve PCI DSS 
compliance. Privasec commenced the assessment by focusing on the scoping assessment. The 
key objective was to reduce the PCI DSS footprint, which in turn streamlines Reap’s compliance 
obligations; our efforts subsequently reduced the time and effort needed to achieve 
compliance. 

 

Results 

● The outcome of this engagement resulted in completion of a PCI DSS Attestation of 
Compliance for Reap, in compliance with the PCI SSC Reporting guidelines.  

● This attestation proves that Reap completed its required obligations and fully met the 
PCI DSS requirements. 
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The Story  
 
Security-first development of a revolutionary credit card 
payments platform  
 
Reap Technologies Limited (Reap) is a financial technology company enabling SMEs, online 
businesses and start-ups to pay expenses with a credit card. Reap provides a payment platform 
to enable credit cards as the method of payment for individuals and businesses, directly from 
the card to the bank account via instructions made through a web browser. The platform can 
be used by customers without needing any technical integration for creating credit card 
acceptance by the recipient of the funds. 
 
Privasec, as a PCI Qualified Security Assessor (QSA) company, assisted Reap with its first-ever 
review under the PCI-DSS standard, defining requirement scope, developing organisational 
policies and assessing risks 

Background  

Reap primarily offers two products: Reap Pay and Reap Collect. 
 
Reap Pay allows users to initiate credit card payments in exchange for goods and/or services to 
third-party recipients’ bank accounts.  
 
Reap Collect allows users to create custom web links that can be sent to third-party customers; 
in turn, these web links can be accessed via web browser to initiate a credit card payment 
directly to the user’s designated bank account. 
 
Reap also provides a virtual card solution, with card issuance leveraged through third-party 
provider Global Processing Services (GPS). This card can be used to initiate transactions via 
Reap Pay and Reap Collect. For payment processing of its products, Reap uses Stripe. 
 

Privasec’s approach: 

Privasec commenced the assessment by focusing on the scoping assessment. The key objective 
was to reduce the PCI DSS footprint, which in turn streamlines Reap’s compliance obligations; 
our efforts subsequently reduced the time and effort needed to achieve compliance. 
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The scoping exercise assisted in understanding which business processes and systems will form 
the scope of the PCI DSS. The payment-related processes, business processes, systems, 
technologies, people, and locations that form the scope of the assessment is also known as the 
Cardholder Data Environment (CDE). Privasec provided recommendations on how Reap could 
potentially reduce the current scope of its CDE to reduce the burden of PCI DSS compliance. 
 
Accordingly, Privasec was able to achieve scope reduction and define an assessment scope 
which would make the assessment process efficient for Reap, and thereby resulted in cost 
savings for the first assessment as well as for ongoing maintenance. Privasec then applied the 
scoping information gathered to define a compliance and an information security framework 
for Reap with a roadmap for compliance. As an immediate next step Privasec helped define the 
security and governance related policies and processes for the framework – to provide 
oversight, define management responsibilities and ongoing operational activities to not only 
achieve compliance but also stay compliant. This also enabled assign key stakeholders their 
roles and responsibilities to upkeep the security and compliance of its platform. 
 

Outcomes and looking ahead: 

Privasec successfully guided Reap to achieve PCI DSS compliance, a global payment card 
security standard, highly regarded in the payment industry. This achievement attests that Reap 
stores, processes, and transmits CHD in compliance with this standard and maintains security of 
its CHD. 
 
As PCI DSS assessments are a yearly affair, the initial adoption of the standard will assist Reap in 
executing its built-up compliance framework. At the same time, this ensured Reap’s operational 
execution in maintaining security of its managed CHD, overall governance of security activities 
and continual adaptation to a changing business landscape while ensuring compliance and 
security requirements are met. 
 
 
 
 
 

CONTACT US 

 

For more information on secure payments solutions, 
contact Privasec now Sekuro today to talk to an expert. 
 


